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The Foreword

The current feasibility study (hereinafter callé@ tstudy) has been conducted within the projécirther
developments in the area of interconnection ofstegs of wills (hereinafter called IC RW), by Estonian
Centre of Registers and Information Systems. Sobatdanput was provided by the Estonian Ministrdy o
Justice and by the IC RW project partners and éxpeup members.

The major goal of the current study has been tdoegpthe electronic possibilities for advancing the
information exchange on the existence and contewills between EU Member States, and to analyse th
information security aspects related to the eleatroross-border exchange of digitized copies artlfied
digitized copies of wills in order to improve arakfen the cross-border communication in successiiters.

This study reflects only the authors’ views and Bugopean Commission cannot be held responsiblarfpr
use which may be made of the information contathedein.
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1 The Scope and Structure of the Study

One of the ground reasons for initiating the IC RWject and the current study is an understandiagit is
extremely important that last wills and necessafgrimation related to succession proceedings doaifdund

in cross-border situations for ensuring that thet laishes of the testators are respected. Moreaver,
contribution to the effective implementation of fRegulation (EU) No 650/2012 of the European Padiat
and of the Council on jurisdiction, applicable la@gcognition and enforcement of decisions and daocep
and enforcement of authentic instruments in mattessiccession and on the creation of a EuropedifiCate

of Succession (hereinafter referred to as the “Ssgion Regulation”) was also a goal of the IC R\djqut.

Expectations for greater efficiency in the arepusfice, particularly in cross-border situatiorsd us towards
the need to increase the use of electronic sokutibhe development of well-functioning and intenande
electronic systems has already become one of théskaes both for the Member States as well ashier
European Union.

The goal of this feasibility study is to exploredagnhance the possibilities for exchanging sucecrssilated
information and documents electronically betweenMlember States in order to improve and fasteoribes-
border communication in succession matters. Mogeipely, the current study will focus on the poiisids
of establishing wider networks of secure electramizss-border data exchange channels for the dglofe
data on the existence and content of wills andidegl copies of wills.

In order to improve and fasten the cross-bordemgonication in succession matters, and to discavitaitse
tools with desired functionality and security lesjed study was conducted to provide the following:

1. An analysis of the needs for data protection, msryasecurity, confidentiality and integrity in
cooperation with stakeholders, and of recommendsaticom an information security perspective.

2. An overview of the available electronic cross-bordigta exchange solutions suitable for exchanging
of copies (or certified copies) of wills and thespibilities of reusing already existing technical
platforms and solutions (e-CODEX, STORK, e-SENSFiflds, ENRW, etc.).

3. Recommendations for possible options of expandiegeiectronic exchange of succession related
information between the EU Member States.

The current study could also be considered as papatory step for applying additional possibilitiefs
implementing ICT tools for exchanging informatiomttie existence and content of wills between personl
authorities involved in succession proceedingsurofe.

This study does not include recommendations reggrichnical specifications on the preferable smhst
which is out of the scope of the IC RW project.
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2 Earlier Related Studies

In order to avoid duplication of the work, the regacompiled and information collected during theyously
conducted studies on the issues of cross-bordeession have been reviewed. These documents haueabe
valuable source of information, and the resultth@f exercise have been reflected under the cucteaytter
of this study. Also, the information on the suceasdactsheets of the European e-Justice Portalaftige
homepage of the European Network of Registers dfsWhssociation (hereinafter referred to as “the
ENRWA") has been considered.

2.1 European Commission’s Survey 2016

In spring 2016, the European Commission conductetudy on the electronic European Certificate of
Succession, national registers of the Europeanifigte of Succession and wills, and their intencection
which involved a survey among the ministries ofi¢ial affairs and the representatives of notanethe EU
Member States. The survey questionnaire also ieduduestions regarding the national registers of
dispositions of property upon death (including sjillThe results of this study have not become puiylithe
time of compiling the current IC RW feasibility siy

2.2 1IC RW Project’s Survey in 2016

The purpose of the IC RW project’s sur¥ayas to analyse the possibilities of advancingdtwess-border
exchange of data and files regarding wills in otdegain deeper understanding of the matters kktateross-
border cases, and to discover current obstacleekhas development opportunities.

20 responses were received (19 Member States ab@ELNhe respondents represented the ministridsdea
with the matters of justice, the representativeanisations of notaries, and other types of orgéiniss, like
registration offices, almost in equal numbers.

The survey revealed differences between the EU Mer8iates in terms of exposure of data relatedlits, w
after the death of a testator. While in some Menshiates the information about the existence ofldetomes

public, then on the other hand some Member Statemal such information only to heirs or to authesit
handing respective succession matters. In gertaelMember States are able to provide informatmoss

borders, but different rules apply regarding pessao are entitled to receive the information abiet

existence or content of wills.

This survey indicated, that the most common wagxchange information about the existence of a will,
besides the ENWR platform, is by e-mail or encrg@email. Five of the responding Member States igeov
the information about the existence of a will vialaternet portal or a web-site. At the same tithere are
some Member States that currently would not be &blprovide such information electronically, mainly
because of their national legislation, as well asaose of the absence of widely used secure infanmma
networks in succession matters.

Regarding information exchange on the content diswit may be concluded, that the right to receive
information is linked to the role of the enquiréd Member States out of 19 respondents would reieal
information to another Member State’s authorityjlesh3 Member States would reveal this informatio@an
heir or a representative of an heir. Three MemiateS allow the widest circle of persére receive
information about the content of a will after theath of a testator.

19660/2/16 REV2 EJUSTICE 112 JUSTCIV 205
2 Heir or his representative, authority, person$\hggitimate interest, anyone
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11 Member States out of 18 that responded to tlestmun about suitable digital file formats, indeaitthe
ability to receive copies of wills in one or morigitized formats. Most commonly mentioned formaisrev
documents with a digital signature (bdoc, edoccdd®dES, CAdES) and files in the pdf or pdf/a fats

Regarding the use of Internet-based communicatiammels, 11 Member States and CNUE responded that
digitized copies of wills could be delivered to anquirer abroad. The most preferable channels of
communication would be interconnected secure ndtsvor e-mail. Three Member States also indicated th
option of giving access to a file through a webt@loiOn the other hand, four respondents indicttatino
Internet means could be used for delivering copfesills.

Regarding the authentication of an enquirer inetkehange of digital copies of wills, four Membeatst out
of ten mentioned that authentication is conducte@aling to access rights based on professiohréetcases
a digital signature or an electronic identificatimas mentioned, and in two cases receiving an &wwes
considered sufficient without the need for furtttEmtification.

Because of these differences discovered duringuhey, it could be stated that more detailed imfdion in
a uniform and simple manner regarding successidtersashould be presented via Internet to the gzarti
involved, taking into account the possibilitiesesffd by the available ICT tools.

2.3 IC RW Project’s Survey in 2015

An initial IC RW project surveywas carried out among the EU Member States in,2@1der to understand
the overall position of the Member States and tirent legal and technical situation on the tepiscussed
in the expert group on interconnection of registéngills. Responses were collected from 24 Mengtate$.

One of the topics reviewed was related to the B&swlvention on the Establishment of a Scheme of
Registration of Wills. At the time of the surveeth were 15 Member States who had not joined oratified

the Conventio?) and the main reasons were related to the nafuegisters for wills or a lack of those; the
limitations on access to the data in registersn#iare of national legislation and the differeatys of handling
succession. An additional reason was stated asderstanding that joining the Convention would fudiy
solve the problem of exchanging data on wills Marious reasons, amongst them the fact that natildlare
registered.

One of the main concerns emerging from this suway the realisation that many of the respondingitcs
experience difficulties in locating the proper @witperson or information source in the other Man3iate
for receiving a timely response about the existemamntent of a will.

It was also surveyed, who and under which termddcaccess the information held in the register dfsw
According to the survey, before the death of tistater only the testator himself can see the dettaei register
or access the will. After the death of the testttere are great differences in legislation antucelin handling
the information regarding wills. The rights to reeeinformation about the existence of wills oritf@ntent
vary from an appointed authority official only,ttee public and anyone interested. Most commonlyp#reons
demonstrating a legitimate interest would be caergid eligible to receive information about the &ase of
a will.

The survey also studied the issues related torel@ctaccess to the registers of wills. The resuliécated
that most commonly the registers are accessed basetie username and password given to a legal
professional or notary in connection with their nemship in a professional organisation or statgtir®n,

311169/1/15 REV1 EJUSTICE 95 JUSTCIV 194; 1321%#I8YSTICE 129 JUSTCIV 242
4 AT, BE, CY, DE, DK, EE, EL, ES, FI, FR, HR, HU, |H, LT, LU, LV, MT, NL, PL, PT, SI, SK, UK.
5BG, CZ, IE, EL, HR, LV, HU, MT, AT, PL, RO, SI, SKI, SE
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or based on digital e-IDs. Also, country-specifigithl access devises (employee cards, USB kegs, &t
applied in several countries.

Difficulties mentioned more than once in finding information about the
existence (or content) of a will in cross-border cases

The heirs (stakeholders) themselves have to prove the
existence of a will

It is not possible to receive this information from all
Member States

Difficulties on finding the contact point in the Member _
State, who are not in ENWRA.

Receiving the response takes too long

o
=
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Figure 1. Responses received to the IC RW SurvEy, 2iestion C.7: Please outline the difficulties yrave
faced if you needed the information about the emcst (or content) of will in cross-border cases.

Regarding the matters of possible electronic exgbar the content of wills, the main obstacles detwere
mostly related to the fact that the content of i iwinot in a digital form or that it is not inadled among
registered information. Copies of wills are alsosthomade on paper form only, although in some tiesm
a digital copy or a certified digital copy may beated for archiving needs.

2.4 "EUROPE WILLS” PROGRAMME

In 2008 the European Network of Registers of WAllsociation (hereinafter called ENRWA) conducted a
programme “Europe Wills”, which was danded by the European Commission. One of the &igescof this
project was to encourage the mutual recognitidasifwills, by making it possible for legal professls and
also for European citizens to search for wills tlyimout the European Unién.

There were several conclusions drawn and suggssgimen for the future activities in the “EuropeM/i

project, which are important also for the currewidg. One of the statements outlined was that tiberd
instrument of the European Community should exhfi@ncourage the interconnection of national regss
of wills and not be aimed at establishing a Eurapssntral registet.

Regarding the conditions for applying to obtairopycof a will, it was mentioned most frequentlytthadeath
certificate needs to be provided as an essentatquisite before communicating any informationagwning
the existence or the content of a will. It may loanecessary to prove one’s status as an helraving
justified interest in the matter, or both of thesaditions may apply togethér.

§ ENRWA, 2010, p. 3
7 Ibid., p. 7
8 bid., p. 25-26
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A suggestion was also made in the project repanviestigate the possibility of interconnectingethational
registers, like those containing information abmatriages. This might be an option especially for countries,
where there are no registers designated to wilisyét, the information related to succession mateght
be present in other registers.

2.5 “Cross-border Wills” Project

In 2012, with the benefit of co-financing from tE®iropean Commission, the ENRWA implemented the
“Cross-Border Wills” project® The objective of the project was to examine natigmocedures for opening
wills, with a view to harmonising them while respieg their unique national characteristiés.

One of the areas of concern pointed out in thertepas the difficulty of locating the professioraal person
with whom the will has been deposited abroad. Ttieroissue of concern was related to the diffieslti
experienced in communicating the information cargdiin a will. The study revealed, that while thare no
major legal difficulties with communicating the amfmation contained in a will after the successisn i
completed, then in practice, that would be too.Yate

It was also stated, that while in general, thellpgafessionals called to settle a cross-bordecesgion would
not be sufficiently familiar with the laws and ptiges in obtaining information from their European
counterparts on the content of a will, it woulddssential to identify and to acknowledge thesetjpesmore
widely 13

9 ENRWA 2010, p 28.
10 ENRWA 2016.

11 |bid.

12 ENRWA 2015, p. 7-8.
13 |bid., p. 15.
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3 Patterns in Succession Proceedings

As European citizens are exercising their rightfr@é movement, it is of utmost importance to disrcan
existing will of the testator, whenever it is logdtnationally or abroad, for the succession todreed out
according to it.

The fulfilment of the last wishes of testators itves information exchange and communication between
persons and authorities. Modern information systemtd support the communication regarding theterise
and content of wills between all the parties inealv

A desk research has been conducted for the purpbsesrent feasibility study on the nature andcfices of
succession proceedings in the EU Member Stategadtstudied, who the parties involved in a sucoessi
proceeding are and who would need to receive irdtion about the existence of a will and the contént
Based on the information discovered during theewevdf the Member States’ information sheets atethe
Justice portal and ENWRA'’s web-site, similaritieslaalso differences emerged in the way successimns
conducted. The patterns discovered have providgartant information for outlining the possibilitiexd
developing ICT solutions suitable for all Membernt8t for exchanging information on the existenag an
content of wills.

3.1 Settlement of Succession

There are different approaches taken in the EU Mer8kates on how succession proceedings are cauted
Parties involved differ from country to country. annumber of Member States, succession proceednegs
settled by courts and in a majority number of Menfbiates, the succession matters are handled byiest
There are some Member States, where successioarsnate settled by heirs or by executors pointdten
will, and national authorities would become invalvanly in case of disputes, exceptions or complakens.

3.2 Recording of Information on Wills

The registration of wills in the Member States ndapend on the type of a will that is made by tistater
e.g. on whether it is a domestic will or a will laeticated by a notary.

There are differences in the type of data colleeted recorded about wills, and the usage and atocdhs
collected information. In some countries, besidesrecords on the existence of a will, informatmnthe
content of a will is also registered or the wilki®red in a digital format.

3.3 Access to the Information on Wills

The differences in the practises of handling swuioesproceedings in the Member States result also i
differences in gaining access to the informatioautlthe existence and content of wills. There assrider
States, where anyone interested may receive intaman the existence of wills, and the state mvjling
web-based access to registries containing infoonain the existence of wills. In some Member Staiaky
the authorities handling succession may searchnr#tion about the existence and content of a hibbugh
professional data exchange tools, which are nasatisle to other persons. In such a case, therpeiisio a
legitimate interest should address the informat@uest to the authorized officials.

10
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Based on the results of the IC RW survey 2016rigie to be informed of the existence and contérat kast
will does not depend on the nationality or coumtfyesidence of the enquirer, but rather on hawifgstified
legitimate interest.

3.4 Conclusions for Further Planning Activities

Various options for communication should be analyseorder to engage both the authorities as well a
persons with legitimate interests into the eledgtramformation exchange process.

Obtaining information on parties involved and pises used in succession proceedings in each MeBtater
could be made easier and a path to the informatiamter for persons from other Member States. Figr t
purpose, ICT solutions could be applied in makihg tross-border communication procedures more
transparent and less time-consuming.

Additional secure channels for communicating infation on the existence and content of wills coudd b
provided for the Member States that do not regiatewills or do not register wills in a digital fim,
considering the specific needs of each Member State

The differences in the practises of settling susioes create different patterns of communicationrivss-
border successions. The emergence of the typotogken into consideration in the current feasibgtudy.

11
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4 Digital Information Security

Information security is a multidisciplinary area aftivity which is concerned with the development a
implementation of security mechanisms of all avdéaypes (technical, organizational, human-oriératad
legal) in order to keep information in all its Iticas (within and outside the organisation's petérjeand,
consequently, information systems, where infornmatie created, processed, stored, transmitted and
destructed, free from thredfs.

There are information security measures establishedach EU Member State for managing digital
information at national registers of wills or resfpee document management systems. However, the
information security aspects, which have been desidgor sharing digital information nationally mtghot
always be suitable for cross-border proceedingso A¢xpectations on information security measurag m
vary from country to country because of the difféngolicies on the usage of information on wills.

In the process of developing cross-border e-ses\acd information exchange, information securitggples
should be assessed from the point of view of afrgisand common agreements on necessary measures
established. Additional information security aspesttould be evaluated, when information is shaitdthird
parties, such as international and non-governmestaiciations.

In case of the interconnection of national databas®d large-scale information systems, higher le¥el
information security measures should be consideredder to prevent the risk of misuse of the infation
systems by malicious actors.

While seeking for suitable information technologyols for exchanging of data and documents, also
information confidentiality aspects need to be aered, especially when personal data and infoonatin
sensitive matters is involved, like in case of svill

There are three areas of concern related to trenpalt exchange of digital data and files, whick amrther
discussed in the current study:

1) Information in Digital Form

One of the critical aspects, which should be takém account in the information exchange in a sssios
proceeding is related to the electronic forms afwhoents and data. It would be necessary to gaovenview
of the various forms the digital information maypapr during the information exchange process, deroto
plan appropriate information security measures.

2) Access to Information and User Roles

The next area of concern is related to confiddhtiahatters. A closer look has been taken regardirg
participants, user authentication and applicabtesgrights in the electronic exchange of datedasdments
in cross-border successions. The respective |®fascess to the information and different useesdiave
been defined.

3) Delivery of Digital Information

The third area of concern is related to secureveiglj integrity and authenticity of transmitteddrhation.
Procedures should be established for confirmingttieadelivered digital data has not been comprediad
altered during the transmission process.

% Hilton & Cherdantseva, 2013, p. 37.

12
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4.1 Digital Information on Wills

The majority of the Member States keep digital semgs of wills, but digital information exchangeshmany
opportunities for advancement. In some Member Statdigitized copy of the content of a will or atifeed
digitized copy of a will may be created duringriéglistration or archival process. Also, other doents of
the succession proceeding may contain informatiomvitls and may be created and exchanged in aadligit
format.

In the IC RW project survey conducted in summerc20%vas asked, which digital formats would be gted
in the succession proceeding for conveying infoiomedn the existence or content of wills. The tedgstized
copy of a willandcertified digitized copy of a willkere defined for the purposes of the survey, beve:

o Adigitized copy of a will — a copy of a will, whichas been photographed or scanned into an elaxctron
file, based on the original will on paper.

o A certified digitized copy of a will — a copy ofwill in digital form, which has been certified by
electronic means, as a true copy of an origindl avilpaper. The certification may have been given
via a digital signature or other electronic meaingegification.

Today, both of these forms of copies of wills areise by some of the Member States and therefareuld
be necessary to make a clear distinction betwessettwo types for the purpose of better understgridsues
related to creation, exchange and storage of sigdlaldtdocuments.

12 Member States indicated in their responsesda@btiove mentioned survey the ability to receivaepf

wills in various digitized formats. Most commonlyentioned formats were documents with digital sigret
(bdoc, edoc, ddoc, XAdES, CAdES) and pdf or pdilesf Also jpegl/jfif, tiff and doc file formats wer
mentioned. One Member State responded that anyafasnsuitable, as long as the source is reliable.

For general understanding of the ways the inforomagin existence or content of wills may be preskatel
shared in a digital format, a sample list has l@eated based on the survey results mentioned above

o Data on the existence of will:
a. Excerpts of records and data on wills from an ebeit register, saved in an independent file
or delivered to an output device.
b. Digitized copies made from paper-based originabrgs or documents.
c. Messages about the existence of a will, in varatigigal formats.

e Data on the content of will:
a. Digitized copies of a will
b. Certified digitized copies of a will
c. Digital abstracts or excerpts from the two previtarsnats
d. Digitized copies of a protocol of opening the will
e. Messages referring to the content of a will, ineas digital formats.

4.2 Access to Information and User Roles

As it is necessary to protect digital data on wisn becoming exposed to persons to whom it iSmtended,
limitations on access should be determined anceotisge user roles and rights defined.

The current feasibility study addresses followingsfions:
1. What type of confidentiality levels need to be@edata on the existence as well as on the coatent
wills after the death of a testator?
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2. Who would be the possible users of such informagp@nticipating in an electronic transmission of the
data and copies of wills in cross-border succe8sion

In the EU Member States different levels of coniidkgity apply to the information on the existereaed
content of wills. While all Member States have bbsaed that before the death of a testator thenegds to
be covered with the high level of confidentialiheh after the death of a testator the requiredidentiality
levels differ from country to country. Also, highlewels of confidentiality and more restricted asceghts
apply to the information on the content of a wadhgpared to the information on the existence ofla wi

Depending on a national legislation, there aresdgfiit groups of persons with different levels afess given
to information on wills. This results in a needdetermine the information confidentiality levelspiipd to

each user group. In addition, access to the digitizopies or certified digitized copies of will sk be

determined on the case bases as access is gramed/iduals and not to the user groups. For idgng the

persons and their eligibility to access informatwnwills, proper authentication methods shouldpplied

according to the information confidentiality reagrinents.

4.2.1 Access to Information on the Existence of Wills

In the IC RW survey 2016, the respondents weredagkendicate the possible options for confirmihg t
identity of an enquirer, who receives informatidooat the existence of a will by means of Internetside of

the ENRW Platform. Among of the 16 respondentsedhMember States indicated no necessity for the
identification of an enquirer in case he/she waquigsent a death certificate of the deceased opy a@bit.

Five countries require certain data about the eagurour countries provide information by publtdrnet
means which require authentication by an e-ID digdal signature. In countries, where the existeotwills

or the content of it is public after the death eéstator, in would not be necessary to identifgaguirer.

Means for Confirming the Identity of an Enquirer

Identification not needed, Reqired data about the elD / Digital Signature Offline verification
when presenting a death applicant
certificate

Figure 2. Means of identification of an enquirer on Interetsed enquiry, in case the ENRW Platform
would not be available.

The responses indicate the possibility to propteedardised user groups and determine limits oasacto
the information on the existence of wills. Thidumn would enable selecting sufficient and justifreeans for
enquirer identification methods in cross-bordeadatchange process.

4.2.2 Access to Information on the Content of Wills
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The respondents of the IC RW project survey 2016ewaso asked to indicate sufficient means of
authentication of an enquirer, when providing infation about the content of a will via Internet.t©titen
respondents four Member States indicated thatuffigient authentication is based on the professéfarring

to the enquiries made by the representatives dfoaties (as presented in figure 3 below). In thcases a
digital signature or an electronic identificatiormsvmentioned, and in two cases receiving an e-wesl
considered sufficient, without the need for furthathentication.

Number and Distribution of the Means of Authentication

Trust based on profession
Digital signature/elD

Varying methods

Required data presented by mail

N/A

Figure 3. Means of authentication of the enquirartbe content of a will as indicated by the respond of
the IC RW project survey 2016.

The results of the IC RW 2016 survey demonstradeMember States have set higher restrictions oasac
to the content of wills, and therefore more soptaseéd authentication means should be appliedhfsd cases
compared to the enquiries on the existence of .wills

4.2.3 User Roles and Information Privacy

In general, there are some major groups of pergaiming access to the information on wills. In tugrent
study these groups are viewed as user groups hdiffegent access levels to the information.

Therefore, two major user groups would be as fdtow
e State authorities and other professionals or peraathorised to manage the succession proceeding,
e Heirs and other beneficiaries of the deceased.

These groups may also contain smaller sub-groopgxample legatees and other beneficiaries arabpsr
with legitimate interests, executors of wills, adisirators of the estate, notaries or court officar other
state or local government representatives dealitigthve succession case.

As data privacy is about protecting a person’strighldecide, who could or should not become awadata
related to his/her personal life, the functionabfythe information systems should enable posistrictions
on the usage and visibility of data also on a ¢asease bases.

This concern stresses the need for ICT solutiomsclwwould allow setting restrictions on the usagel

visibility of data, according to the rights for yacy of referred persons. Therefore, whilst plagiive methods
for exchanging information on the content of witis digitized copies of wills, the issues of perdotata
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protection may arise and may need to be speciicahsidered. Especially in situations, where défe
definitions of sensitive personal data are appheitie Member States.

4.3 Delivery of Digital Information

Among other information security measures it ismagortant to address the issues related to ac@btent
malicious alteration or deletion of digital dataridg the information transmission process. Respecti
measures should be applied to protect data inyegnitl authenticity of information on the existeraued
content of wills in digital form.

4.3.1 Protecting the Original Source of Information

In order to provide satisfactory information setulevels, both organisational and technical messshould
be determined. As a starting point, it would beassary to take measures for protecting the integfivriginal
data source. Once the original data has been peddad a final version of a digital document cosmilall
actions to modify the original document or presgotaof information should be limited and loggedieD
solution available for such a functionality could the requirement to seal the digital file with igital
signature, recording simultaneously the date and 6f signing.

4.3.2 Safe Information Delivery

There are several aspects in the process of digftaination delivery, which should be consideredligital
information exchange practices and e-servicesrderoto provide trustworthy delivery of informatiotie
security risks involved in the communication chdarshould be evaluated. As Member States havereliffe
expectations on security requirements concerniadriternet based delivery channels, it would betpmal
to group countries according to standardised sgo@wguirement classes. It would not be feasiblattempt
to apply the same kind of security requirementssgall EU Member States, as it would create urssacg
access restrictions from the perspective of theestaith more liberal requirements of informatiaglidery
methods. However, all means possible should beexpt provide sufficient levels of confirmation sdfe
and protected delivery of information on wills, itadc advantage of already existing and proved telciyies
and procedures.

The IC RW 2016 survey included questions on thert@t channels perceived acceptable for delivering
information on the existence and content of wilsoad. 19 Member States provided their response to
question How could an heir or a legal authority from abroadho does not have an access to the ENRW
platform, receive information about the existenta will in your country, via Internet means?”.

There were four Member States which indicated types$ of viable means of Internet delivery. AltogethS
countries indicated some of the viable optiondri¢grnet-based provision of information on the tase of
wills, besides the ENRW platform. Seven Member &tandicated that the preferred Internet channel fo
providing information on the existence of a will wd be by using e-mail or encrypted e-mail. Six Nbem
States are providing information on the existerfce will via an Internet portal or a web-site.
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Provision of Information on the Existence of a Will via Internet, in
case ENRW Platform is Not Available

6.3. E-mail

6.4. Other

6.5. Not provided via Internet

6.1. Portal

6.2. web-site

o
[
N
w
IN
(0]
[$))
~
[

Figure 4. Means of Internet communication (besi®RW platform) for providing information on the
existence of a will to an enquirer from abroad RV Project Survey 2016).

It was also surveyed, by which means of Interndigétized or certified digitized copy of a will ctibe
forwarded to the entitled persons or authoritiesnflanother EU Member State.

Acceptable Internet Channels for Delivering a Digitized Copy of a Will

Malta
Croatia
Romania
Lithuania
Belgium
Germany
Denmark
Hungary
Italy

CNUE
France
Netherlands
Estonia
Luxembourg
Latvia
Austria

o
=

2 3 4
W 11.1. By sharing a file via a specific professional information system
W 11.3. By giving access to a file via a web portal.
W 11.4. By sending an attached file via an e-mail channel.
11.5. Any other.

M 11.6. None of the mentioned Internet means.

Figure 5. Acceptable Internet channels for thewdsly of a digitized copy of a will to abroad (IC RRAbject
Survey 2016).

12 Member States and also CNUE responded, thatigitezed copies of wills could be delivered to #rer
Member State by one or more Internet channelsnidst commonly indicated responses show that dégitiz
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copies of wills could be shared by e-mail and tgfoa professional information system. Three MenStates
also indicated the option of giving access toatfirough a web portal.

The IC RW 2016 survey results indicate that somenbkr States are already using various digital celann
for delivering information both on the existencenad| as on the content of wills to enquirers nadilly and
abroad. Their experiences could provide valuabferimation for creating secure information delivery
procedures and channels.

Yet, in case of some channels like e-mails, it ook necessary to re-consider whether higher lenfels
information security measures should be applieutder to achieve the delivery terms satisfactorybfuth or
all Member States participating in the informatexcthange process.

4.4 Additional Information Security Risks

Besides the information security aspects coveredipusly there are some additional aspects outlirebolv,
which also would be necessary to consider in chosder exchange of information and data on wilig a
suitable measures devised accordingly:

o Different practices in verifying an enquirer.
0 The definitions for eligibility of the enquirer shiol be published and made available to all inteabst
enquirers.

e Lack of information in confirming the legal statofsthe heir/notary/court official.
0 Schemes for confirming the status of the enquineukl be designed and communicated.

e Insufficient certainty about the identity of theegver, due to the lower level of authenticatioogadures.
0 Means for confirming the identity of the informatioeceiver should be defined. The environments or
conditions for confirming the sufficient level afithenticity should be established.

e Information about the death of a testator recefvath a secondary source.
o Suitable means for establishing the fact on defadht@stator, based on the original informatiornrseu
could be designed and respective procedures oditline
o Automated database searches should be preferoedgénsuch functionality could be made available.

e Confirming the rights to act as a representativarofdult, a company or a minor.
o A validation scheme of authorized representatiamukhbe agreed.

e Protection of the information systems from malicasers.
o It would be necessary to log the minimal level oftaadata of user activities in the process of
exchanging information on existence and contentcdindlls.

e Setting requirements on data retention.
0 Questions of data and document retention shoulccdiesidered, specifically in cases, where
information is uploaded into an environment oth&nt national registers or national information
systems.

e OQutlined security requirements in systems spetitoa.
o0 The information security aspects should be integrainto all elements of future technical
specifications of ICT solutions prepared of modiffer the exchange of information on the existence
and copies or certified copies of wills.
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5 Overview of Existing Solutions

Over the past years several large scale Europegects have been carried out in order to develdytisos
suitable for cross-border exchange of data andrdents, authentication and integrated work flowdo®és

a brief overview of the information systems develbor that purpose within the domains of e-Justice
Government and pan-European cooperation. Someeofdhutions described are designed as a technical
support services, for example, creating secure gr&taonnections, authenticating persons or progidind
validating digital signatures. Quite a large numbeenvironments described are intended for cotizibee
web-based work and file sharing. Some of thesenéeaded for public administrations or specificctar of
professionals only, while others are intended for tgpe of organisations or users.

5.1 STORK Project — Cross Border Authentication

A survey conducted by the European Commission ibi72€howed that a majority (28 out of 32) of the
countries used or planned to use, an electronisclizme. While some countries had signed agreeroants
mutual recognition, elD systems differed from onenvber State to another and interoperability advsossers
was almost non-existettFor the period from June 2008 to May 2011 a L&gale Pilot STORK (Secure
idenTity acrOss borders linked) was launciedvhich aimed at solving the issues of cross-border
interoperability of electronic ID. The basic asstimp was to build a modular technological infrasture on

top of national elD infrastructurésThe idea of Large Scale Pilots (LSPs) was to ackv&uropean key ICT
policy areas by large scale projects driven byMeenber States themselves and co-funded by the Eamop
Commission.

Among the six pilot Projects of STORK Project, thbowing three are of interest for the purposeshef IC
RW Project:

Electronic Delivery (Pilot 4)

This pilot developed mechanisms for the securenenltross-border electronic delivery of documesatsed
on the existing domestic infrastructure in each MenState® The objective of this pilot was to make national
eDelivery portals accessible for citizens of fore@puntries using their national elDs. Furthermdhis, pilot
aimed to create a basic framework enabling countie their public administrations to send documémt
citizens of different countries directly througtettitizen’s domestic eDelivery portdl.

Cross-border Authentication Platform for Electronic Services Pilot 1)

This pilot was to enabl&uropean citizens to access services in anetry from any other participating
countryin a secure way, by using their own nationalued electronic identif.The STORK platform would
not store any personal data and whilst the seprim@der might request various data items, theieixglonsent
of the owner of the data, the user, would be alwaggired before his data could be sent to théeeprovider.
This user centric approach taken was in line whh legislative requirements of all the various ¢oes
involved that oblige concrete measures to be takguarantee that a citizen's privacy would be eetgul!
As aresult, a European elD Interoperability Platfevas established, and STORK services becamesiloiees
by the end-users through their micro-sites linkeethe STORK official site and also integrated iatasting
real live portal services of the underlying STOR¥eroperability platforn3?

15 European Commission. STORK Project, 2010, p. 1.
16 | eitold, 2010, p. 2.

17 European Commission. CEF Digital, 2016.

8 European Commission. STORK Project., 2010, p. 2
19 STORK Project, 2016.

20 European Commission. STORK Project, 2010, p. 2.
21 STORK Project, 2016

22 STORK Project, 2016
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ECAS Integration (Pilot 6)

Since the European Commission operates numerocisagle services that require user authenticatilois,
pilot was to integrate STORK with the European Cassion Authentication System (ECAS) in order to
facilitate citizens from various Member States ast®y the EC services with their electronic idéss®

5.2 STORK 2.0 — Cross-Border Authentication with Natioral 1D

STORK 2.0was an EU co-funded project under the ICT Poligg®rt Programme of the

Competitiveness and Innovation Framework Prograncargied out during 2012 — 2015, involving 55
organizations, both public and private, across L®gean countries. STORK 2.0 built on the STORK
framework for cross-border electronic identificat@nd authentication (elD) of citizens and busies$s the
EU and Associated Countries, allowing citizensuthanticate at foreign portals on behalf of thenesglor

on behalf of other natural or legal persons. Ib @&sabled the use of powers (for digital sighajudesigned

to verify that signatories of documents have powesugh to present such documents on behalf gfdrson
indicated in the documefit.

The piloted identification technology of STORK aB@ORK 2.0 became the basis for e-IDAS technical
specifications, and have not been further devel@se8TORK solutions, but instead, after the endintpe
STORK 2.0, the Connecting Europe Facility (CEF) atidl the EU co-funded LSP e-SENS (Electronic Simple
European Networked Services) have continued to vegidther to address the integration of the funetiities

of STORK 2.0 into the e-IDAS technical specificaté®

5.3 E-CODEX Project — Secure Back-End Delivery

A large scale pilot project e-CODEX-Justice Communication via Online Data Exchangej)unded by the
European Commission and the Partners, has beenaedduring 2010 — 2016, with the goal to imprtha
cross-border access of citizens and businesseedgal Imeans in Europe, and also to improve the
interoperability between legal authorities withire tEU2®

As part of the project deliverables for facilitagisecure cross-border information exchange are-tb@DEX
National Connector platform, Gateway, e-DeliveratRIrm, and Standalone Connector, which provide an
opportunity to connect servers securely, and teeisstrust certificate for a safe delivery of imi@tion on the
connection from a sender to a receiver.

E-CODEX Tools for Secure Connection

The eDelivery platform (see the Figure 6 and 7 WEkenables creating secure connections betweeonadti
information systems of the Member States or serpicdals, where the e-CODEX National Connector
(adds/checks the Trust-OK token, is responsiblealbrsemantic mapping) and the e-CODEX Gateway
(establishes a secure and standardized connedciibramy other Gatewa$/)are applied on both ends of the
connection either the national or portal sitle.

There is also aB-CODEX Standalone Connector available, which isndependent and secure solution for
a digital transmission of sensitive data. This sotuwould be also suitable for small states theatehlow
volumes of cross-border cases and therefore ddance their own dedicated application to processethe
transactions’®

23 European Commission. STORK Project, 2010, p. 2.
24 STORK 2.0 Project, 2015

25 STORK 2.0 Project, 2015, p. 3.

26 E-CODEX Project, 2016.

27 Steigenga, 2016.

28 |bid.

2% Malta Information Technology Agency, 2015.
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Figure 7: E-Delivery platform with connections tational systems and to the e-Justice Pottal.

5.4 E-SENS - Authentication and Delivery of Cross-BordeDigital Services

With the understanding, that most EU policies regjthe exchange of data and documents betweearstiz
businesses and administrations across borderCTh@olicy Support Programme sponsored the pilotihg
eDelivery solution in several policy domains durthg period of 2007 and 2016 within the followingRs:
e PEPPOL (The Pan-European Public Procurement Onlihe)LSP of eProcurement, now transferred
to the non-profit international association OpenPEP.

30 Steigenga, Presentation at European Police Ca2@%6.
31 |bid.
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e SPOCS (The Simple Procedures Online for Cross-Bo@krvices) - the LSP of simplified
administrative procedures.

e e-CODEX (the e-Justice Communication via Onlineal&tchange) - the LSP of e-Justice.

The piloting of eDelivery in these different domaimas quite successful and as a result, a dedieBteld/ery
‘convergence' track was launched under the last €SENS (Electronic Simple European Networked
Services) within ICT Policy Support Programfie.

E-SENS has been carried out during 2013 to 2016tdocuses on strengthening digital single maeked on
facilitating public services across borders. E-SEd#ivoked to consolidate and solidify the workndan
previous LSP projects, and to extend the solutfonsew domain$, aiming to provide the foundation for a
platform of “core services” for the eGovernmentssdorder digital infrastructure foreseen in thgutation
for implementing the Connecting Europe Facility £

5.5 CEF Building Blocks Digital Service Infrastructures

The European Commission CEF Building Blocks Dig8atvice Infrastructures (a.k.a. CEF BB DSIs) pdevi
basic and sector-agnostic digital services, whichlct be reused to enable more complex digital publi
services. All the CEF BB DSIs provide a set of cegevices, enabling services and enhancing services

A. Core Servicesdeliver the basic outcomes and objectives of th& 8Hilding Blocks, i.e. facilitate
cross-border/cross-sector technical interoperglalihong heterogeneous information systems.

B. Enabling Servicesdeliver the core services and the outcomes/obgstithat these core services
support. It includes the technical and organizaicervices to enable the implementation of the
Standards and Technical Specifications as defigetidcore services.

C. Enhancing Servicesare added on top of the core services to creaté@d value for the users and
promote the uptake and reuse of the Building Bldeks

5.5.1 elD Building Block — Secure Cross-Border Authentittan

The main goal of CEF elD is to enable secure cbagder authentication between the Member Stategsevh
elD systems apply various security mechanisms éoifigation and authentication, and which are based
different philosophies, while lacking cross-bordezognition and validatiof¥.

The CEF elD building block is indented to help palkldministrations and private online service pdevs to
easily extend the use of their online servicestivens of other EU Member States, making nati@hattronic
identification systems interoperable. Once thiddi block is deployed in a Member State, the rautu
recognition of national elDs becomes possible, ianlihe with the e-IDAS (electronic Identificatioand
Signature) legal framework (e-IDAS Regulation (E910/2014) and with the privacy requirements oftzd|
participating countrie¥’

5.5.2 e-IDAS Network — Requesting and Providing Autherdton

32 CEF Digital, 2016.

33 e-SENS Project, 2013, p. 1.

34 e-SENS Project, 2016.

35 CEF Digital, 2016.

36 CEF Digital. Goals, (27.06.2016)
37 CEF Digital, 2016.
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The 'e-IDAS-Network’ consists of e-IDAS-Nodes, whian either request a cross-border authenticaizon
an e-IDAS-Connector or provide such authenticatiaran e-IDAS-Service. In the case of the e-IDA%vize
Node, this may be operated in two different ways:
e e-IDAS-Proxy-Service: an e-IDAS-Service operatedtiny Sending Member State and providing
personal identification data.
o e-IDAS-Middleware-Service: an e-IDAS-Service rurniMiddleware provided by the Sending
Member State, operated by the Receiving Membee Stad providing personal identification déta.

5.5.3 eDelivery Building Block - Electronic Delivery of &cuments

The eDelivery building block helps public admingtons to exchange electronic data and documertks wi
other public administrations, businesses and aiizeross borders. eDelivery is based on a distghmodel,
allowing direct communication between participamithout the need to set up bilateral channels. tigihahe
use of this building block, every participant beesna node in the network using standard transpottgols
and security policies. As a result of this, organhans that have developed their IT systems indegetty
from each other can start to securely communicéteane another once they have connected to a\efgli
node?

It is important to note that there is no single l2ey node per Member State but several ones. Baehof
these nodes is deployed for a specific Pan-Eurog&aject within a given policy domain: eJustice,
eProcurement, etc. Typically, the nodes of eDejiaee uni-domain and uni-project. The eDeliveryemdan
be implemented at any administrative level (natfiorgional, local) or by single organisatidfis.

CEF eDelivery is based on a four-corner model, badksystems (corners one and four) exchange message
via Access Points (corners two and three), nottireThe users of the Access Points are the batkgstems
which need to exchange documents and data crode#isan an interoperable way. The Access Points use
digital certificates, either through a Public Ke§rastructure (PKI) or through mutual exchangesdoure the
data during its transmission across two Accesst®ole Access Points of CEF eDelivery are not atper
centrally, but are deployed independently by pualithorities or businesses in a distributed fashidso a
third-party service provider may be use@EF eDelivery offers a sample implementation eféhSENS AS4
Profile, known as Domibus, which was developed dlaboration with the e-SENS and e-CODEX LSP
projects??

5.5.4 eSignature Building Block — Signature Creation andalidation

CEF eSignature's main goal is to ensure that pablininistrations and businesses could create ditthiea
electronic signatures across borders, supportibigoauthorities in automating the validation afdroperable
eSignatures and eSeals coming from any EU Memlage Siased on the Member States’ “Trusted Lisks (t
public lists of supervised qualified trust servipmviders):® There is a SD-DSS software which allows
performing the automated validation of eSignatuchscking them against the Member States’ Trusistd.L

In addition, with SD-DSS the electronic signing @bcuments may be enabled at the portal of any
organisatiorf?

38 |bid.

39 |bid.

40 |bid.

41 European Commission, 2016, p. 5.

42 |bid., p. 11.

43 European Commission. CEF Digital, 2016.
44 European Commission, 2013, pp. 3-4.
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5.6 X-Road Europe

X-Road Europe is a distributed service-based archite designed to enable the quick and inexpensive
development, provision and use of new electronizices. X-Road Europe enables data exchange idsfiel
that do not yet have a pan-European technicalisaltdnd it could be used by public as well asaiswsector
organisations to transfer electronically any infatimn (documents, metadata) securely from one goint
another (between persons or machines). X-Road Eusopased on the Estonian e-government backbone X-
road, which was commissioned by the Republic obiliiatin 2001, and operates like a service bus whikkre
services are available in case authorization iergiX-Road Europe is fully compliant with the Eueap
Interoperability Framework and it is based on opeurce, on the EUPL licensing. It has a complexisigc
system: authentication, multilevel authorisatiohjgh-level log processing system and encrypted ttaffic

with time stamps. These security solutions enduaeall information systems connected to the emvirent

are identified, that access to services is reguliséhe agreements between organisations andahatraffic

is logged and provabf€.

5.7 e-TrustEx — Electronic Trusted Exchange of Documelst

e-TrustExis a project of the Directorate-General for Infotitg of the European Commission under the ISA
Programme (Action 1.8), under which an e-TrustEtfprm is offered to public administrations at Buean,
national and regional level to set up secure exghaihnatively digital documents or scanned docusiEom
system to system via standardised interfAt&sTrustEx may be installed by a public administraor used

as a service on the cloud, and it enables mecharnsensure integrity, authenticity, confidentialind non-
repudiation of informatiof’

As more and more digital documents containing $eesiinformation are exchanged between Public
Administrations, EU institutions, businesses aridems, instead of sending these through via sirapiail,
Public Administrations could add an extra layes@€urity by adopting e-TrustEX.

5.8 EUFides — Cloud Service for Notaries

EUFides is a secure notarial cloud that makessite&or European notaries to work together onsstosrder
files. The EUFides platform is governed by an in&ional non-profit association under Belgian |&WSBL),

the founding members of which are the Belgian, €mentalian, Luxembourg and Spanish notarial
organisations. User interface is available in fargguages: English, Dutch, French, Italian and Bt

Access Control:

EUFides is described as meeting the highest sgatdndards and guaranteeing absolute confiddmtiali
files. Notaries from the member notarial organadican use the platform and also invite a ciwl fetary
from another European country, which is not yeteaniner to work on a cross-border file. Access riginés
issued by the national notarial authorities, anlgt practising notaries could have access to thigee but it
is possible to give access to one’s files alsmtleagues?

Functionality:
1. Connect using the access right issued by your iabtanganisation.
2. Contact a colleague using the European Directofyatéries.

45 Estonian Information System Authority, 2013.
46 European Commission, 2016, p. 2.

47 |bid., p. 3.

48 |bid., p. 2.

49 CNUE, 2012.

50 |bid.
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Implement the cooperation contract, governing teebthe sharing of tasks between the notaries.
Create files and add documents.

E-mail notifications to inform a colleague about ttreated file or shared document.
Downloading and deleting documents from the platfor

gk w

5.9 ENN Platform

In July 2016, according to a CNUE's press releaserdine platform of the European Notarial Netwbds
been opened for the notaries in Europe, who aedli;m the directorywww.notaries-directory.eu. The ENN
Platform allows notaries to contact with the nagiloimterlocutors electronically, and to accessoasilegal
databases, provides bilingual forms, and facilggiarticipation in thematic forums and conductimiree
discussions?

5.10Bartolus - Signature Verification Platform

The Bartolus platform has been developed as aicegidn service of electronic notarial signatures the
notaries to conduct checks on any authentic ingninssued in electronic format. In the currentestthe
verification of notarial signatures is possible fbe notaries of Germany, France, Italy and Spairhe
verification confirms whether the document has biedred signed by a practising notary, and wheatheot
the document has remained unaltered during itsfiean

5.11 ENRW Platform — Search and Exchange of Registry Irdrmation

ENRWA has developed a specific tool for exchangirfgrmation on the existence of wills abroad. The

intermediary ENRW platform is interconnecting Memi&tates” registers, through a client software. An
additional version ENRW Light makes it possible fegisters that have not yet been computeriseceto b
gueried and to query the other registers, operatimgugh a correspondent, appointed by the register
administrator, who will take charge of processimgiiries from and to other registéfs.

5.12iSupport - Electronic Case Management

In September 2014, the iSupport project was cometkby the support of the European Union grant under
the "Civil Justice" Programme. The objective of tBapport projechas been to develop an electronic case
management and secure communication system tadseithe fast, efficient and cost-effective crossder
recovery of maintenance obligations. iSupport systeintended to facilitate communication betweentral
authorities, to ensure consistent practices at thatfizuropean and global level, alleviate transtagtiroblems

by operating in different languages, provide farctdonic transfer of funds and their monitoringg atlow

the states to implement paperless case managé&ment.

51 Opstal, 2016.

52CNUE, 12.07.2016.

53 CNUE. Demo Server, 2016.

54 ENRWA, 2010, p. 17.

%5 Hague Conference on Private International Law (HE2014.
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In 2015 the development of iSupport 2.0 was laudclaesting for a period of two years. The iSupy2o@t will
have a functionality for connecting to the EU etibasPortaf® based on eDelivery. The outcome might be of
interest also for the purposes of designing sahstior exchanging information on wills.

5.13CIRCABC - Collaborative Spaces

CIRCABC (Communication and Information Resource t@=for Administrations, Businesses and Citizens)
supports the creation of collaborative groupsrithistion and management of documents in any foregatgral
languages and with version control, and user manageand access contféIThe web-based CIRCABC
application is used to create collaborative worksga and is freely available for any public or ptes
organisation. It is divided into categories anaiast groups, allowing people to manage conteetsuand
communication features. It can also be deployed agmndalone alternative. There is also an opercsou
software version of CIRCABC under European UnioblRLLicence 1.18

5.141MI - Administrative Cooperation Platform

IMI (The Internal Market Information System) isleXible administrative cooperation platform for laorities,
which provides a multilingual online tool and fétgtes the exchange of information between public
administrations across Europe involved in the prattmplementation of EU Law. The functionality idfl
allows to identify counterparts in another EU counaisk each other questions with the help presteaed
guestions, answers and forms, send notificationd, store and share information that is secure ata-d
protection friendly®

56 HCCH, 2016.

57 European Commission. ISA Programme, 2016.
58 |bid.

59 |bid.
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6 Recommendations on the ICT Solutions

Back in 2010, it was envisioned in the final repafrthe “Europe Wills” project that in future, wewd look
into the possibility of directly connecting the pens with whom the wills are deposited, therebyaasing
co-operation between the professionals entrusted thithmatte® Today we can say that it is technically
already possible.

In honouring and fulfilling the last wishes of thestators with the priority to ensure that sucaessi
proceedings can be carried out without unnecesiday, it would be important to develop effectiveldast
mechanisms for the cross-border exchange of datheoexistence and content of wills, focusing elguath
providing information to heirs, respective authestas well as all other parties concerned. Inro@eake
advantage of the technological solutions that stpihe secure delivery of information accordingthe
expected levels of privacy and confidentiality, daand clearly communicated practices could be agree
between the Member States, together with the upthkaitable technological applications.

At the beginning of the study, the following quest were posed:

1. Are there any suitable tools existing, that cowdapplied for communicating information regardihg t
existence of wills and the content of wills, or Wit be necessary to create a new exchange cHannel

2. What enhancements to the process of document &ordhiation exchange could be suggested, in order to
facilitate greater interconnection of registersvils and to enable more effective succession mdiceys?

For outlining recommendations and possibilitiestfer advancement of the use of existing ICT sahstithe
following aspects are addressed in this chapter:

1) information access roles and rights;
2) functionality description;

3) secure networking options.

6.1 Information Access Roles and Rights

According to the IC RW 2016 survey, it is eviddmttdifferent confidentiality levels apply to thidarmation

on the existence of a will, and to the informatamthe content of a will. There are also greatedihces
between the Member States, regarding who may a@esseceive such information. This results in the
necessity to determine several classification kwe¢lconfidentiality and access rights accordinghiroles

in which the enquirers of information would act.eféfore, the ICT solutions exchanging informatioroas
borders should be equipped with a possibility tstidguish between the different roles of informatio
enquirers and to provide access to the informdiased on that.

6.1.1 Information Access Levels

In search for a solution for exchanging informatmmthe existence and content of wills, the auibatibn of
an enquirer could be conducted according to therimdtion confidentiality levels, derived on the ibasf

information collected with the current study. Thble below describes the suggested informatiorsadegels
to be supported by an ICT solution for cross-bod#ga exchange on wills.

| Access level | User group | User group description |

60 ENRWA, 2010, p. 28.
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Level 1 Devices ICT devices and systems that doevat to proceed after presenting certain
amount of technical data for user identification.
Level 2 Anyone Individuals and systems, who/thay isearch or enquire information abagut
the existence of a will, after providing certairtadabout the deceased.
Level 3 Provider of Individuals, who may receive information after pbag required personal
personal data| data. The confirmation on the payment of an acdeesmay also be
requested.
Level 4 Holder of the Persons, holding a copy of the death certificatthefdeceased, who might
copy of the| have made a will.
certificate
Level 5 Holder of the Persons, holding the true original of the deathifezate or a copy of such
original death| certificate of the deceased, who might have madii.a
certificate
Level 6 Authority Persons, identified based on their professionatipnsand hold access rights
representative to a certain professional information system, oovehe listed among the
acknowledged professionals of their country.
Level 7 Identified Individuals, who will receive information after dliglly authenticating
person themselves.
Level 8 Identified Individuals, whose identity has been digitally atticated and their
person with| legitimate interest for information has been essaleld.
legitimate
interests
Level 9 Individuals Individuals, who would be allowed to receive a s$fiecdata set of
information according to their unique role or neeafter digitally
authenticating themselves, and providing additioiash clarifying their role

In the case of representatives of any of the parseentioned in the previous levels, the rightsdbas a
representative would also need to be confirmed.

The following confidentiality and access levels niiysuggested in connection with the expected raaxfel

authentication:

Public access

Level 1
Level 2

Access based on e-Authentication

provided data required
Level 4 Level 7
Level 9

Figure 8. Confidentiality levels linked to the typfeaccess to e-services.

Based on the general information confidentialitiesy the following recommendations could be given f
establishing user control levels:

» The access to the data on wills should be detedridaged on the role and legitimate interests of the
enquirer, while the rights to further exploit treceived data should also be established, including
further sharing with third parties.
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» In case the access to data on wills is based taiceiata provided by the enquirer, mechanismslghou
be established for verifying the reliability of impdata.

» In case the identity of an enquirer is confirmed tbe basis of controlled and trusted lists of
professional users, the lists of eligible useraukhbe made publicly available.

» In the case of access based on controlled andedrugtts of professionals, a policy of user
administration should be established at nationalland made publicly available. The registratibn o
users could be based on electronic IDs, whereahail for speedy and reliable update of these lists

» For authenticating an individual or an organisatitve most reliable source of information should be
consulted, typically provided by the state of resick or registration.

» ICT solutions for exchanging information on thest&nce as well as on the content of wills between
the Member States should be available for audibggan internationally recognised third body
authorised to conduct information security auditsdnsuring that information security aspects and
policies are followed.

6.2 Expectations on Functionality

In order to gain a perspective where informatiaht®logy could enhance data and document exchange,
initial list of functionality expectations based thre desk research and surveys conducted withifCtH&W
project, has been drafted and outlined below. Thasetionalities are a basis for envisioning andaibing
the solutions suggested.

F1. Finding an appropriate contact point, that could give information on the existence and content
of wills in due time.
e Describing the steps to be taken by the enquiesedb on their role.
¢ Providing a list of first contact points, both plogd and digital, for enquiring about the existence
of a will in other countries.
e Listing suitable options of authentication and neahcommunication.

F2. Enquiring information regarding wills located abroad, and receiving responses.

o Establishing legitimate interests and authenticationecessary.

e Listing authentication options, and personal datdocuments required for successful enquiry.

e Providing access to or delivering the requiredrimfation and documents according to the terms
of the information owner.

e Ensuring the possibility to obtain information atmwtuments from national registers for verifying
the enquirer abroad, his/her legitimate interestgit to receive information.

o Compiling an enquiry to be delivered accordingi® needed level of security.

¢ In the case of authorities, direct contacts viafgesional networks would be established for
communicating on wills.

e Ensuring the possibility to verify the authenticitf/the information received.

e Ensuring the possibility to store the receivedyépla secure manner.

F3. Inresponse to an enquiry from abroad, sharing infomation and a copy of the will on the terms
needed for the receiver.

e Ensuring the possibility to store the data in a cumly shared workspace and giving access to
the files based on individual or user group accigbgs according to the security principles.

e Creating a reply with data extracted from the regisr entered manually.

e Ensuring the possibility to digitally sign the rgphessage.
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e Ensuring the possibility of setting the retenti@mipd of the information or the document, in case
it is uploaded in a system other than the natipnafiessional register.
e Forwarding all necessary files to selected persomaithorities.

6.3 A Layered Solution for Exchanging Information on Wills

A possible solutions for tackling the concerns teglaon the necessary steps to be taken for regeivin
information on wills is described below. This pdsilCT solution is based on a layered build-uptonh,
with connections to the related national and irdgomal environments, where the information onetkistence
and content of wills may be found and shared. Timpgse of such layered solution is to consideusdr
groups and available communication channels togetlik the necessary authentication methods, acogrd
to the requirements of each Member State or owsfete specific connected ICT solution.

A three-layered approach is suggested for the psootacquiring information on wills located abrogdch
layer may contain multiple activities.

ey 1: Identifying the information provider

m  2: Communication regarding the existence of a will

3: Delivery of information regarding the content of a will

Figure 9. Three layers of activities, which canso@ported by ICT solutions suited to each layer.

As indicated by the IC RW 2015 survey, one of tbacerns of the authorities handling successions is
difficulties experienced in finding the quickestip#o the persons dealing with successions or hgldiwill.

Therefore, the first layer would be an informatiager dealing with finding the persons, authoritesligital
services in other Member States to whom an engoinyd be addressed. It would provide an initialroiew
of the steps to be taken for receiving informatorwills from each Member State in a clear, staided and
structured manner. Information would be presentethé form of a decision-tree, accessible at a sith
available to all interested persons, such as thestee portal.

At the same time links to the first contact poimtgjuding digital access points, would be providegether
with the description of conditions under with théormation on wills would be released.

The second layer would concern the establishmefaat$é regarding the existence of a will locatetbal.
The applicable confidentiality levels would be désed for each user group, and when needed, thenspt
for user authentication would be provided.

The third layer would involve communication betwelea persons and authorities with legitimate irgeren

the content of a will, and on the transferral & tdopies or certified copies of wills or other dmants related

to the enquiry. The access to information wouldde¢ermined and the necessary confidentiality levels
established based on the user group or an individua

Each of these layers of activities will be spediffarther in the sections below.
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6.4 Entry via the Information Portal

The first layer of the web-portal would describe #teps to be taken by an enquii@gether with each step
there would be a standardised descriptions of #mei@gl practises providing information about thistexce
and content of wills, along with the specificatiams applicable access rights. The enquirer coullenza
selection presented in the decision tree, whichldvproduce links to the information systems for docting

a search in public portals, or presenting an egqtar the appropriate contact point through a digita
authentication environment or any other suggestethaunication channels.

The following activities and further informationwd be presented by the decision tree:

1. the selection of the EU Member State;

2. the description of steps to be taken for receiunfigrmation on the existence and content of wills;

3. the indication of the role in which a person isragiwhen seeking information on the existence or
content of a will;

4, the options available for contacting the appropr@intact person, service or institution for reicgjv
the desired information;

5. the specifications on applicable access rightsth@disting of available authentication options;

6. the description of fees if applicable, or documeahist would need to be presented for searching

information on wills.

After determining the appropriate contact point detoming familiar with the conditions necessary fo
receiving information on the existence of a willetenquirer could have a choice of options to prdce
depending on the applicable confidentiality lexagid authentication methods. In these cases, wiheactess
to information on the existence of wills would et public and user authentication would be requitexdight
be feasible to provide several authentication otid he selection of these options could meet tiogiieer
verification and authentication requirements of pnevider, and at the same time provide the infdiona
enquirer with an option to choose the most suitai#é¢éhod.

In the case of the Member States, where the fumality of searching for the existence of wills abulot be
provided, a information portal could provide a stamlised e-mailing facility for sending an enquioythe
first contact point of the Member State over a seaetwork connection. This would enable to setroomy
agreed security standards on e-mail communicatioipg the metadata of user activities, and to jg®v
automatic translations of the format or perhaps afshe content of the exchanged messages. Itiaaida
secure channel of delivery could be provided fowBrding any required electronic documents to thigonal
contact point, along with the message, if required.

In order to establish an approach described alzowellaborative effort could be taken by the Mentbites.
The standardised structure of the decision treetimy with the links to the national first (digjtalontact
points and information on the access rights andawgientication options should be displayed, wheeded.
Common agreement on access levels could enablenafion enquiry based on same principles across EU.

6.5 Entry via Professional ICT Solutions

Besides searching information through the infororaportal, the authorities may also enquire infdromaon
the existence of wills through a professional nekwm@.g. ENRW platform) or ICT solution. The direct
gateway for judicial authorities would enable bygiag the information portal. In that case, the clea@ould
start directly from the second layer and theretorénitial authentication of the user would be ieatout by
logging in to a professional ICT platform.
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Both the entry through the portal and the entrgtlgh the profession-based platform are describédidune
10 below, together with the presentation of theseglient steps towards receiving information orswill

To All Interested Parties
FREE ACCESS

Information Delivery
at
European E-Justice PORTAL

. To Authorities

A‘ ACCESS Listed Users

* Description of the procedures
* Information delivery options:

e e
1) Face-to-Face Meeting
> National First Contact Point /

2) Postal Delivery of Enquiry Representative

/
P of an Authority
Death Certificate
3) E-mail to an Authority Personal Data
eSignature

.
’ dL
4) E-mail to Heirs / Lawyers — =
. o’
1 ) @3 User
5) ENRW Platform Authentification
- v
e .
6) Other Collaboration Spaces Aol ENRW e
\ v, Solutions Clients Platforms
o~ N
7) Public Web-site or Portal : \v/
) —

@2’ National International
Search Search
Authenti,:ation for Wills for Wills
Required

Registers | 1 H
National / International National iwith © s—
Site or Portal Search ‘girrovrmfsﬁon ' ::

for Wills — Registers

Insert Personal Data with —

Pay a Fee Information
insert a Fiie >Cross-l%c;r\</1\2lr|58earch>1 on Wills

Paber-based
Registries

Figure 10. An overview of possible layout of an Eolution for receiving information on wills.

6.6 Informing an Enquirer about the Existence of a Will

The second layer of activities is concerned with cbommunication about the existence of a will. Ehare
several options used in the EU Member States fagiviang or exchanging information on the existeota
will. For example, information may be received lmpnducting a search in a registry, without any wéation
or involvement of persons at the location of thf@rimation. Or, as revealed from the IC RW surve$&0
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such information could be received by e-mail or aigrofessional collaboration network, like the BMR
Platform.

While moving from the layer of providing informaticabout the necessary steps to the layer of prayidi
information on the existence of wills, it would lo@ce necessary to apply higher levels of accessatanrtd
enquirer authentication methods.

Therefore, a secure message delivery service cbeldn place at the information portal for sending
standardised enquiries to the first contact pahthe Member States. The commonly agreed deligétiie
user information data set and authentication wbelthtegrated into the security requirements. biitah, an
automated message translation could be appliepresprepared messages could be used. As a nexiastep
response to the enquiry could be provided in tleeppepared form, delivered through a secure enwigor
selected from a list of presented options.

Similarly, there were several ICT tools presentedhapter 5, which might be suitable for providsegure
authentication and network connections for commatimg information on the existence of wills andtba
content of wills across borders. The ICT tools adise previously co-funded by the European Commission
should be re-used if possible and their suitabdlitguld be analysed in greater details togethér thvé system
owners, having the competence and knowing the lplesseécessity for further developments and investme

6.6.1 Considerations on User Authentication

As the Member States require different levels alusgy for revealing information about the existeraf a
will and for providing digitized copies of willshé requirements on enquirer authentication vargttyrérom

country to country. Therefore, it may not be feksilo attempt to provide a single solution for ernigg

information from 28 Member States, but rather algimation of solutions could be applied, accordimgach
country’s succession practises, ICT readinessr@ndmation security requirements.

Based on the e-IDAS Regulation all Member Stateslavbe expected to complement their national pudslic
service environments with the ability to recogritsenational electronic identification means ofestllember
States. Currently there are more than 20 MembeesSkeving e-ID systems in place already. In tleoopng
years it may be envisioned, that Member Statesonal digital entry points would be made e-IDAS-
compliant, enabling persons from other Member Stadeaccess the services currently available antpe
residents or e-residents of the state. As the Mer8Stses are continuously making considerable tsffiar
provide secure and reliable e-services nationaltgl enabling e-IDAS compliant authentication atameat
state portals or sites for searching informatiothia registries, it would be feasible to take adage of the
nationally developed e-IDAS compliant authenticatioeans, also for authenticating the enquirershen t
existence and content of wills. Once authenticatiethe national digital entry point, the enquireaynbe
entitled to continue with the search on the datavdis in a national register, or to send an engud the
respective authority.

The e-IDAS e-ID building blocks for user authentica could be also integrated into non-governmeatal
international web-based collaborative spaces. Waigld allow using the national electronic ideniion
tools also at the sites or ICT solutions developeependently from any specific Member State. Astlaer
option, these solutions could also apply the auibation services provided by trusted third parties
Eventually, the cooperation networks of the MemBtates and partnering organisations would definitel
benefit from the mutually acceptable authenticatr@thods and agreed types of secure networkingnelteain

There are also various tools available that auitetet users based on a username and a passwitrd.dase
of deploying such information systems for exchaggensitive data, the user management policy doeld
made public and auditable, giving the possiblesiadvasis for evaluating the security and suitgtoli that
tool for cross-border communication. Regardinggtafessional networks, where the initial authetiticaof

a user would not meet the requirements of other bégn$tates’ information providers, links to additb
means of authentication could be provided, in otdedlow users to continue to seek informatiorytheed,
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seamlessly via the secure and controlled enviromsnareeting the security requirements set in eaembér
State or collaborative network.

6.6.2 Considerations on Network Security

Besides authenticating and verifying the persomslied in the communication process, it would &i&o
necessary to establish a secure communication ehéetween the point sending the enquiry and thee on
receiving the enquiry, in order to secure datagirity during its transportation over networks.

The Figure 11 below proposes an overview of varmassibilities for connecting information systenfishe
Member States or international collaboration spatea secure network.

Authentication:
Qualified

Professional

Users

Verification : 1
based on Professional ﬁ Connector

Controlled Search Platform | 3
User Lists . ) R Connector| Country X
Register
on Wills

Direct

channe)

Service Web-Site
Country B

Connector

elDAS Authentication:
compliant elD
Access Point\ eSignature

Verification [ T

based on National IS
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Authentication:
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Natl(.)nal elDAS Authentication:
A Collaboration Space | compliant eiD
Access Point eSignature
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Authentication\  elDAS - National State Portal | ¢°AS Authentication:
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esSignature ccess Poin - "hy
Files and Data
\ / e

Figure 11. Overview of possibilities for connectinfprmation systems over secure network connestiamd
for authenticating users of the network of intencected systems.

For higher levels of network security in the infation exchange process, tools like the e-Deliviry,e-
CODEX or the X-Road may provide secure connectitth e e-Justice portal and with other national or
international (non-governmental organisation) infation systems. As described in chapter 5, thdsé@ws
would provide authentication and multilevel autkation and secure networking channels for inforomati
delivery from point to point. In the Member State$iere a national digital access point is not aldd, the
functionality of providing a secure connection bedw organisations or networks, could be providec by
trusted third party.

6.6.3 Digital Authentication vs e-Signature

There have already been a number of ICT solutiewgldped for checking national digital sighatu®sme
of the existing ICT solutions provide the functitityaof placing digital signatures, together withet
authentication functionality. In such cases it vibbk advisable to distinguish the situations, withggal
authentication would be needed, and the situatidreye the placing of a digital signature would keeded.
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If the digital signature would be applied only foonfirming the authenticity of an enquirer, it wdube
sufficient to apply digital authentication insteémlyether with logging the activities perfornfdd.

Some of the signature verifying solutions, like t8ars, mentioned in chapter 5, are aimed towardiyweg
the signatures of different countries in a singleiee environment. The e-IDAS network solution &émel SD-
DSS software of the CEF e-Signature building blaltdw performing an automated validation of e-signas,
checking them against the Member States’ TrustetisLiAlso, with SD-DSS, the electronic signing of
documents can be enabled at the portal of any m&@n® This functionality would provide a new
opportunity in the coming years to authenticatespes and verify signatures from all Member Statasry
the respective e-IDAS building blocks integrated.

6.7 Sharing Document Files and Copies of Wills

The third layer of the activities, which could bhgported by an ICT solution is concerned with pdawy
access to files and functionality of a secure tfismsfer, including exchanging copies or certiftegies of
wills. Once the authentication of the user andsieure information exchange channel has been isbizdb)
files could be transferred in a controlled envire@mnfrom the original information source to a secur
collaborative workplace or directly to the enquirer

For the highest security, the authentication ofer @t such a file sharing environment could bedas the
national e-ID, or conducted through national dig#iatry points and state portals, together witlalggthing

the access rights based on the user groups oriatli@idual person’s level. After the enquirer agntication

at the national entry point, the person could eitlhge national e-services or enter to the collabh@a
workspace.

6.7.1 Collaborative Spaces

Besides the secure file sharing areas providetidoember States’ national solutions, there angnaber of
environments described in chapter 5, which have lkeseloped for the collaborative web-based woik an
file sharing. Some of these are intended for puatministrations (e-TrustEx) or for a specific @rof
representatives of same profession or area ofigotiAUFides), while others are for all types ofjanisations
or users. In each case, the purpose is the estaiglig of a common digital space, where the ruleofluct
and practices may be commonly agreed, and the pipgi® confidentiality and access levels determined

For meeting the needs of higher levels of usereaitation, an e-IDAS compliant third party authestion
point could be established also at such a colldioora&pace owned by a commercial or non-governrhenta
service provider. Similarly, such a secure collatige environment for exchanging the copies ofsaaibuld

be provided by the European Commission and itgiisins, acting as a third party service providea hub
between various national or European networks.

Environments like CIRCABC and iSupport describectiapter 5 may be considered as likely suitable for
communication between organisations of differenturea or for communicating with heirs and their
representatives. These environments could be takemonsideration and mutually tested by these bEm
States which would be seeking for a secure fileharge platform for exchanging the copies of wilighw
other states’ authorities and also with privatespes. Based on these tests more detailed recomtizareda
could be provided.

As the Member States have different levels of ree&8 regarding the exchange of digital documemss, for
any further developments the Member States coslelsaghe possibility of following the recommendadiof
this study, based on their specific needs, futtregegyic visions and funds available.

61 Erlich, M., Information System Authority. Eston2016, p. 5.
62 European Commission, 2013, pp. 3-4.
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Also the suitability of the ICT platforms or solotis reviewed in the chapter 5 and suggested f@ideration
in chapter 6, should be analysed together withsylstem providers in more detail from the perspectf/
national needs and possibilities.

6.8 Other Development Opportunities

In addition to the solutions described above, abrnmof additional recommendations can be drawifuidner
steps to enhance the European collaboration in agxghg information regarding wills. These
recommendation are presented in the sections below.

» Standardized Enquiry Form
A standardised enquiry form on the existence ofswil ability to deliver copies of wills could begpared,
with unified data fields and definitions of inpuitans. This type of form would enable to exchaagquiries
between the information portal and national infaiorasystems, or between professional networks.foime
could be either multi-lingual or with the automatly translated form fields.

» Synchronized Display of Information on Factsheets
According to the IC RW survey 2015, there were sdiffeculties identified by the respondents in find up-
to-date information regarding the steps to be takéine case of documents and information needgalding
wills made in other Member States. Therefore, itldde recommended that the e-Justice portal peavid
necessary information for the decision tree sofutin enquiring information regarding wills, in a&pise and
standardised way, which in turn could be usablegHerdevelopment of a web-based solution for piiagid
smoother paths.

» Advanced Search Opportunities over Public Records
The IC RW survey 2016 revealed that there are ntireome Member States enabling public searctoes fr
their national register of wills. As an advanceganunity, a simultaneous search could be considerade
available by a wider circle of Member States basedtandardised enquiry forms, together with thBAS
authentication mechanisms if needed.

36



SRR,

g REPUBLIC OF ESTONIA " . ‘
- MINISTRY OF JUSTICE =] - = e RIK
% Co-funded by the Justice
- u Centre of Registers and Information Systems Programme of the European Union

7 Summary of the Feasibility Study

The current feasibility study has been carriedvathin the frame of the project “Further developrigeim the
area of interconnection of registers of wills“, kvihe goal of analysing conditions needed for distaihg
secure electronic cross-border channels for exéhgrogrtified copies of wills.

The earlier studies regarding the cross-borderession and the practices of the Member Statesneei@ved
for better understanding of the issues involveithendigital information exchange. The differencessdvered
in the practises of handling succession proceedaigs result in different expectations on inforroati
confidentiality. This finding was taken into considtion in the recommendations proposed for passiither
enhancement of digital information exchange onswill

The IC RW 2016 survey results indicated that sorbdeMember States are already using various digital
channels for delivering information both on thestéamce and on the content of wills to enquirergonatly
and abroad. Their experiences could provide vatuatfbrmation for creating secure information defiy
procedures and channels.

The information security aspects as well as thetfanality and confidentiality requirements weradied,
together with the areas related to the informaitiodigital form, access to digital data and fileswills and

the safe delivery of information. The secure neknsmmnections and possibilities for enhancing tkehange

of succession related information electronicallywmen the EU Member States were explored, and the
recommendations and alternatives presented.

As the sustainability and wider usage of alreadgtig systems is essential in the area of e-Jist@rious
currently available ICT solutions were reviewed égtablishing an overview of the current statelay and
for avoiding possible overlap of the work done. leer, a detailed analysis regarding technical requents
and possible costs should be carried out by tlugnmdtion system owners as the next step.

The study provided evidence that it would be pdegdostart moving towards the further applicattbmodern
ICT tools in the successions proceedings, espgamaielation to the e-IDAS standardized solutiapglicable
to the public sector and governmental institutionthe following years.

More specifically, the possible steps for a widelivery of information on wills and for greater ass to the
information available digitally, a multi-layered@pach outlining concrete activities for each layer initial
list of functionality expectations and an initiastription of a user access classification wergigea.

The interoperable ICT systems and a secure cowmeciiannel for linking different types of existiagstems
could be considered a flexible way for developing area of interconnection of registers of willghar by
involving all Member States and interested parties.

Member States are encouraged to analyse the disesidor following the recommendations of thisidy in
order to take further steps based on the speafids, future strategic visions and funds available.
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